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MOTIVATION & DATA SET INTRODUCTION 
 Information Assurance (IA) is a new multidisciplinary field 

bridging information theory, technology and risk management. 

These complexities lead to disagreement over current 

responsibilities and future goals. 

 VA is used to enable a large-scale literature survey and 

taxonomy building 

 Dataset: 1000+ articles, 10-20x the number practical for 

manual coding 
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FINDINGS 
 Inordinate concentration of research on technological 

solutions and problems to the detriment of legal, managerial 

and training issues. 

 VA enables large-scale bibliographic analysis and coding  

DATA NORMALIZATION  
 Remove duplicate and empty records 

 Change plural nouns to singular to avoid double count 

 Remove irrelevant grammatical constructs - e.g. remove 

adjectives and adverbs if looking mainly for themes) 

 Remove repeating boiler-plate phrases 

 When possible, use Text Wrangler or RegExp scripts to 

delimit sections within the records  

DATA FORMATTING & IMPORT 
 Format data to program-specific XML, ideally 

 Starlight XML Engineering Environment 

 In-Spire Dataset Editor 

SORT AND QUERY DATA BY TIME 
 Use Excel to pre-sort data by time if time is available as an 

attribute of each record 

 Use In-Spire Time Slicer and Starlight Time Series to graph 

these subsets and query them 

PAIR ANALYTICS 
 Technology (Visual Analytics) experts drive the tools 

 Subject matter experts verify the visualizations and findings 

VERIFY WITH MANUAL CODING 
 Randomly sample 4 articles per cluster, 3 near the centre 

and 1 at the edge 

 Verify that the articles at the centre are very coherent in 

themes, and even the one at the edge is vaguely coherent 

LIMITATIONS 
 Proprietary text mining and visualization engines 

 High licensing cost of In-Spire and Starlight 

 Difficulty in obtaining and normalizing unstructured text data 
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FUTURE WORK 
 Sort and visualize the data by source journals to see if we 

are biased to certain source. 

 Visualize and compare side-by-side the subsets of data by 

time (using the Time Slicer / Time Series visualization) 

 Taxonomy creation by an IA researcher 

THEME-CLUSTER VISUALIZATION (ITERATIVE) 
 Galaxy / Theme view in In-Spire, Topic view in Starlight 

 Cluster by “theme”, i.e. contributions of keywords 

 Systematically remove themes too general or specific 

 Distance denotes differences between records and 

between clusters 

TRIANGULATION 
 Use more than one engines to verify if the visualizations 

converges semantically. 

 Use multiple datasets of the same theme but different 

record lengths. 

MOTIVATION & DATA SET INTRODUCTION 
 Data loss risks cost the financial industry millions of dollars 

in monetary value and an unquantifiable amount in reputation 

 Data loss regulations are becoming more aggressive and 

strict: firms can be held liable for hypothetical losses, not just 

confirmed losses 

 Dataset: 1200+ descriptions of cases in 100+ firms from 

30+ countries (confidential internal data donated to CiFER). 

FINDINGS 
 Internal threats >= External threats 

 Accidental >= Deliberate 

 Hardware risks are significant! 

FUTURE WORK 
 Refine our Visualizations further to reveal finer, smaller 

groupings of cases, where the risks involved are more specific 

MOTIVATION & DATASET INTRODUCTION 
 Bird strikes cost the aviation industry millions of dollars a 

year as well as endanger the lives of pilots and passengers. 

Applying VA techniques to bird strike data may provide new 

insights into safety. 

 ~10000 unstructured text descriptions from the FAA 

FINDINGS 
 VA techniques allowed for more advanced text analysis of 

pilot responses to bird strikes by greatly reducing the amount 

of analysis time, and resulted in recommendations for pilot 

behaviour. 

FUTURE WORK 
 Compare the use of a wider array of text analytic tools on 

the dataset in order to evaluate the performance of In-Spire 

and Starlight as VA text analytic tools. 
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WHAT IS IN-SPIRE AND STARLIGHT? 
 Unstructured text VA software initially for national security, 

commercialized through PNNL and Future Point systems 

 Proprietary “black box” text mining and clustering engines 

 Scalable to tens of thousands of records 


